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Permission sets

In order to use the modules, the appropriate authorization set must be assigned to the respective
users.

The following are supplied with:

DXP Core Admin - DEXPRO Core Administrator

DXP Core User - DEXPRO Core User

DXP BREEZE Admin - DEXPRO BREEZE Administrator
DXP BREEZE User - DEXPRO BREEZE User



DEXPRO Core

The DEXPRO Core manages the individual DEXPRO apps and their documents per client.

All documents that have been entered and processed via the various DEXPRO modules in Microsoft
Dynamics 365 Business Central are displayed. A global number series, which is used across all

DEXPRO apps, is used to complete individual documents. This offers the advantage that users only
have to work with one number series per document.

Further information can be found here.


https://docs.squeeze.one/books/dexpro-microsoft-dynamics-365-business-central-apps/chapter/dexpro-core

Breeze Interface Setup

In the Breeze Interface setup, processing is set up within the app.

Process
Copy Setup

This copies the setup to other clients.

Navigation

Document class setup

Via this menu item you reach the setup for the document classes.

Target Template Setup

This menu item is used to access the target templates setup. Target templates for the Breeze

interface are managed here.

General

In this FastTab you can enable/disable the use of this app.

Activated m

No. Series

The number series for the Breeze Interface documents is stored here.

Document Mos. BRZ e

Viewer

This FastTab contains the Viewer in Documents setting (Boolean). If enabled, a document-viewer
factbox is shown on the Breeze Documents page, so that the original document can be previewed


https://docs.squeeze.one/books/breeze-interface-for-dynamics-365-bc-en-us/page/document-class-setup
https://docs.squeeze.one/books/breeze-interface-for-dynamics-365-bc-en-us/page/target-template-setup
https://docs.squeeze.one/uploads/images/gallery/2023-09/image-1694762018332.png
https://docs.squeeze.one/uploads/images/gallery/2023-09/image-1694762079375.png

directly while processing the Breeze entry. This setup group is only visible when the SQUEEZE app
is installed.

{add screenshot of the Viewer FastTab with the "Viewer in Documents" toggle here}



Document Class Setup

In the document class setup, each document class is configured for processing. The document
class setup is cross-app and is managed via the DEXPRO Core; the Breeze Interface adds the
settings described below. For the general (cross-app) configuration of document classes, see the

Core Document Class Setup page.

General

General

Document Class Invoice / Credit Memo e Mext Process Step Standard document e

In this FastTab the name of the document class and the next process step are set up. To route Core
documents of this document class into the Breeze app, set Next Process Step to "Breeze
Interface". The Breeze settings below only become visible once this next process step is selected.

Breeze

Breeze Interface

Target Template Purchase Document

Here you set the Breeze Target Template for this document class. This is the default target
template that is used when a Breeze document is created for this document class.

The following are available as standard:

Purchase Document v

Mone

Purchase Order

Order Confirmation
| Delivery Note



https://docs.squeeze.one/books/dexpro-core-en-us/page/document-class-setup
https://docs.squeeze.one/uploads/images/gallery/2023-09/image-1694690581281.png
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https://docs.squeeze.one/uploads/images/gallery/2023-09/image-1694762618847.png

Target Template Setup

Target templates for the Breeze interface are managed here. These templates are available by
default:

Purchase Document e

Mone

Purchase Order

Order Confirmation
| Delivery Note

Purchase Document

General

Target Template Purchase Document i

Plausibility Check

Disable Amounts Check @ Disable Posting Date ... @

General

Here you can see which target template is currently being edited.

The Do Not Release toggle (labeled Disable Release on the page) is also located in this group. If
enabled, the automatic release of the document created from the Breeze entry is suppressed, so
that the document is created but left unreleased for manual processing.

Plausibility Check

Here, certain plausibility checks per target template can be deactivated. This group is only visible
when the Target Template is set to a value other than None.

The following toggles are available:

e Ignore Vendor Blocked (Payment) - skips the check of the vendor's payment-blocked
status when the block is set to "Payment".


https://docs.squeeze.one/uploads/images/gallery/2023-09/image-1694762827872.png
https://docs.squeeze.one/uploads/images/gallery/2023-09/image-1694762866287.png

e Disable Amounts Check - deactivates the plausibility check of the document amounts.
o Disable Posting Date Check - deactivates the check of the posting date.



Generic Custom Fields

Customer-specific fields can be added here that extend or deviate from our standard template. This
mapping ensures that this additional content is assigned to the right places.

Generische Zusatzfelder

" Gespeichert =
O Suchen (@ ) Analysieren —+ Neu B Liste bearbeiten [ii L6schen LT
Luweisen zu Luweisen zu
ISOM Feld Mame T Tabellennr Zuweisen zu Tabellenbezeichnung Feldnr. Zuweisen zu Feldbezeichnur
— | description2 39 | Binkaufszeile 12 | Beschreibung 2

The corresponding BC field is assigned to each technical JSON field name.

On the Breeze side, the fields must be added via the additionalFields.


https://docs.squeeze.one/uploads/images/gallery/2024-02/image-1707821087292.png
https://docs.squeeze.one/link/482#bkmrk-besonderheiten-bei-m

OAuth 2.0 setup (for SaaS only)

Access to web services in Microsoft Dynamics 365 Business Central (BC) in the SaaS version is only
possible via OAuth 2.0. The necessary setup of the app in Azure Active Directory and its link to BC
is described below.

‘ For on-premises installations, see Authentication (on-premises).

Azure Portal

Launch Azure Portal and open Microsoft Entra ID

< (@} {7  https://portal.azure.com/#home

e e e

Azure services

+ > ' (%]

Create a Azure Active Application Resource
resource Directory nsights groups

Create a new app under App registrations


https://docs.squeeze.one/uploads/images/gallery/2022-10/image-1666695107040.png
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Hoeme > DEXPRO Solutions GmbH | App registrations >

Register an application

* Mame

The user-facing display name for this application (this can be changed later),

| peExero BC APP v

Supported account types

Wha can use this application or access this API7

@ Accounts in this organizational directory only (DEXPRO Solutions GmbH only - Single tenant)

(:) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(:) Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (opticnal)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

‘ Select a platform R | | e.g. https://example.com/auth

Create API permissions

The Application (client) ID can already be copied and stored at this point (will be needed later)


https://docs.squeeze.one/uploads/images/gallery/2022-10/image-1666695353025.png

Microsoft Azure P Searchre

Home > DEXPRO Solutions GmbH | App registrations >

= DEXPROBCApp #

|,D Search | « Iil Delete @ Endpaints [Z Preview features

B overview 0 ot a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =3

&4 Quickstart
#" Integration assistant # Essentials
Manage Display name : DEXPRO BC App

IAppIication (client) ID I :

& Branding & properties
Chject ID
D Authentication )
Directory {tenant) ID
Certificates & t -
SrHTICates & secrets Supported account types : My organization only

ill  Token configuration

= API permissions 0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (AD:

& Expose an AP
Get Started Documentation

4 App roles _—

& Owners

& Roles and administrators

m

Manifest The Microsoft identity platform is an authentication ser

Support + Troubleshooting
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Request APl permissions

Select an API

Microsoft APls  APFls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

—
4‘\ Take advantage of the tremendous ameount of data in Office 385, Enterprise Mobility + Security, and Windows 10.
<4

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and more through a
single endpaint.

L ?::l:::;nmmumcatun I:J Azure DevOps O Azure Key Vault
Rich communication experiences with Integrate with Azure DevOps and Azure Manage your key vaults as well as the
the same secure CPaas platform used DevOps server keys, secrets, and certificates within
by Microsoft Teams your Key Vaults
(™) Azure Rights Management . —
B84 Services % Ii Azure Service Management == Azure Storage
Allow validated users to read and write Pregrammatic access to much of the Secure, massively scalable cbject and
protected content functionality available through data lake storage for unstructured and
the Azure portal semi-structured data
Data Export Service for Dynamics 365 Business .
Microsoft Dynamics 365 Central b Dynamics CRM
Export data from Microsoft Dynamics Pregrammatic access to data and Access the capabilities of CRM business
CRM organization to an external functionality in Dynamics 365 Business software and ERP systems
destination Central
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Request APl permissions X

C All APIS
c Dynamics 365 Business Central

https://dynamics.microsoft.com/business-central/overview/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Request API permissions X

€ all APIs
g Dynamics 365 Business Central

https://dynamics.microsoft.com/business-central/overview/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

A Start typing a permission to filter these results

Permission Admin consent required

" Other permissions

Yes

l:' app_access (1)

Access according to the application's permissions in Dynamics Sﬁ%ﬂusiness Central
v AdminCenter

AdminCenter.Readwrite All (0

|:| Yas

Full access to Admin Center API

“APL(T)

AP|.ReadWrnite.All (D

Yes

Full access to web services API

' mutomation

Automation.ReadwWrite.All (&)
|:| Yes

Full access to automation
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Create Client secret and store it in a secure location

Home > DEXPRO Solutions GmbH | App registrations » DEXPRO BC App

DEXPRO BC App | Certificates & secrets =

2 Search | ‘ £ Got feedback?

B overview

& Quickstart Credentials enable confidential applications to identify themselves to the authentic:
scheme). For a higher level of assurance, we recommend using a certificate (instead

#  Integration assistant

Manage
o Application registration certificates, secrets and federated credentials can be founc

B2 Branding & properties

2) Authenticati
D Authentication Certificates (0} Client secrets (3) Federated credentials (0)

Certificates & secrets

A secret string that the application uses to prove its identity when requesting a tol
il Token configuration

= APl permissions I Mew client secretp

Add a client secret ><C

Description This is a new Client Seu:ret|

Expires e Recommended: & months ~

Business Central

Open Microsoft Entra Applications and create a new entry
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Tell me what you want to do

microsoft en o

Go to Pages and Tasks
» Microsoft Entra Applications e

» Set up access with Microsoft 365 licenses

»  Users

Search for 'microsoft en’

Search company data

(7) Search Help

Show all (4)

Administration

Administration

Administration

Didn't find what you were looking for? Try exploring pages or exploring reports

< Microsoft Entra Applications

Set up Microsoft Entra Application

e whH

&~ O B -+ New| Manage

Enter the Client ID

Assign user permission set(s) individually.
(Optional)
Activate application

Y
=

Enter description (description is a bit misleading. This is rather a user name).

NN
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Microsoft Entra Application Card = - T " Saved =
DEXPROAzureApp

#* Grant Consent | More options
General
Client ID {9683cTad-6beb-415a-88cc-026... o User information
Description DEXPROAzureApp e User ID {12fa2a15-2a0f-48f7-af8d-f943...
State ‘ Enabled \, o User Name DEXPROAZUREAPP
Contact Information User Telemetry ID {ed6912aa-842e-41cb-9946-2b...
Extension o You must set the State field to Disabled before you can mak...
App 1D {00000000-0000-0000-0000-00...
App Mame
o User Permission Sets = New Line  3X Delete Line 85 Permissions e B
Permission Set T Description Company T Extension Mame Permission Scope
— D365 BUS PREMIUM . Dyn. 365 Prem. ... Base Application System

SUPER (DATA) Superuser of data System Application System
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Breeze Workflow

To connect our Breeze Invoice Workflow to Dynamics 365 BC please read this manual.


https://docs.squeeze.one/books/breeze-invoice-for-dynamics-365-bc

Authentication (on-premises)

On an on-premises installation of Business Central, access to the web services is not limited to
OAuth 2.0. This page describes how BREEZE and other systems authenticate there. For Business

Central online, see OAuth 2.0 setup (for SaasS only).

Difference between SaaS and on-
premises

In October 2022, Microsoft switched off authentication with web service access keys (Basic Auth) in
Business Central online only. On-premises, Business Central still accepts both methods:

e User name and password: the caller signs in with a BC user and that user's password or
web service access key.

e OAuth 2.0: the caller signs in through an app registration in Microsoft Entra ID, as with
SaaSs.

Connecting BREEZE

BREEZE connects to an on-premises installation through the connection type Dynamics 365 BC
(on Prem). This connection type signs in with a user name and password. BREEZE offers OAuth
2.0 only with the connection type Dynamics 365 BC (SaaS). The connection fields are described

in the BREEZE documentation under Verbindungen (German).

Prerequisites

e The BC server instance uses the credential type NavUserPassword or
AccessControlService. Only these types let the web services accept a user name and
password.

e The web services are reachable over HTTPS (SSL). With this method, the credentials travel
with every request.

e The OData port of the server instance (often 7048) is reachable from the BREEZE system.

e APl services are enabled on the server instance, see Besonderheiten bei BC onPrem
(German).

Setup in Business Central


https://docs.squeeze.one/books/breeze-interface-for-dynamics-365-bc-en-us/page/oauth-20-setup-for-saas-only
https://docs.squeeze.one/books/breeze-invoice-for-dynamics-365-bc/page/verbindungen
https://docs.squeeze.one/books/breeze-invoice-for-dynamics-365-bc/page/besonderheiten-bei-bc-onprem

1. Create a dedicated user for the interface. The user needs a BC user license.

2. Assign the required permission sets to the user, see Permission sets.

3. On the user card, in the Web Service Access section, generate a Web Service Access
Key. With AccessControlService the key is required. With NavUserPassword the user's
password works as well, but the key is still the better choice because it is valid for web
services only and can have an expiration date.

4. In the BREEZE connection, enter the user name under Benutzer and the web service
access key (or the password) under Passwort, then test the connection with
Verbindung Prifen.

Other systems: OAuth 2.0 on-premises

Systems that call the Breeze Interface API directly can also authenticate on-premises with OAuth

2.0 (client credentials flow). This requires the BC server instance to be configured for Microsoft
Entra ID with OpenID Connect, and the server parameter ValidAudiences must include
https://api.businesscentral.dynamics.com.

The steps in Microsoft Entra ID and in Business Central are then the same as on OAuth 2.0 setup

(for Saas only). Microsoft describes the server-side prerequisites in Microsoft Learn: Using Service-

to-Service (S2S) Authentication.

Recommendation

e BREEZE: a dedicated user with a web service access key, using the connection type
Dynamics 365 BC (on Prem).

e Other systems: OAuth 2.0 if the server instance already runs with Microsoft Entra ID. No
password is tied to the interface, and it is the method Microsoft recommends. Without
Microsoft Entra ID, a dedicated user with a web service access key is the simpler option.

Microsoft lists the web service access key as deprecated in its documentation and
recommends OAuth 2.0. So far it has been switched off in Business Central online only.
When moving to Business Central online, authentication therefore has to change to OAuth
2.0, and in BREEZE to the connection type Dynamics 365 BC (SaaS).
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