OAuth 2.0 setup (for SaaS
only)

Access to web services in Microsoft Dynamics 365 Business Central (BC) in the SaaS version is only
possible via OAuth 2.0. The necessary setup of the app in Azure Active Directory and its link to BC
is described below.

Azure Portal

Launch Azure Portal and open the Azure Active Directory

< &) ) hitps://portal.azure.com/#home

= Microsoft Azure £ Search resources, services, and docs (G+/)

Azure services

—+ 3 @ (%)
Create 2 Azure Active Application Resource
resource Directory nsights groups

Create a new app under App registrations
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Home > DEXPRO Solutions GmbH | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed latar).

| DEXPRO EBC ApP v

Supported account types

Who can use this application or access this API7

@ Accounts in this organizational directory only (DEXPRC Solutions GmbH only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is aptional and it can be
changed later, but 2 value is required for most authentication scenarios,

Select a platform o ‘ ‘ e.g. https://example.com/auth

Create API permissions

The Application (client) ID can already be copied and stored at this point (will be needed later)
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Request APl permissions

Select an AP

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APIs

Microsoft Graph

\
4‘\ Take advantage of the tremendeous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
<4

Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and more through a
single endpoint.

% ?:ru:itl-:::mmunlcahan r‘-l Azure DevOps O Azure Key Vault
Rich communication expenences with Integrate with Azure DevOps and Azure Manage your key vaults as well as the
the same secure CPaak platform used DevOps server keys, secrets, and certificates within
by Microsoft Teams your Key Vaults
Q‘ ?::::::;ghﬁ Ma nage%ﬂ /_s Azure Service Management == Azure Storage
Allow validated users to read and write Pregrammatic access to much of the Secure, massively scalable object and
protected content functionality available through data lake storage for unstructured and
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Data Export Service for Dynamics 365 Business .
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CRM arganization to an external functionality in Dynamics 365 Business software and ERP systems
destination Central



https://docs.squeeze.one/uploads/images/gallery/2022-10/image-1666696539153.png

Request APl permissions

< All APIs
g Dynamics 365 Business Central

https://dynamics.microsoft.com/business-central/overview/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Application permissions
Your application runs as a background service or daesmon without a
signed-in user.
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Request API permissions X

< All APIs
Dynamics 365 Business Central

https://dynamics.microsoft.com/business-central/overviewy Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

R Start typing a permission to filter these results

Permission Admin consent required

" Other permissions

I:‘ app_access (@D

Yes
Access according to the application's permissions in Dynamics SGE?Business Central
" AdminCenter
|:| AdminCenter.ReadWrite.all & .
es

Full access to Admin Center API

AP (1)

AP|.ReadWrite All (D

Yas

Full access to web services API

" putomation

Automation.ReadWrite.All (D)

|:| Yes

Full access to automation

Create Client secret and store it in a secure location
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Home > DEXPRO Sclutions GmbH | App registrations > DEXPRO BC App

DEXPRO BC App | Certificates & secrets =

|/'“:' Search | t £ Got feedback?

i overview

Credentizls enable confidential applications to identify themselves to the authentic:
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& secret string that the application uses to prove its identity when requesting a tol
Il Token configuration
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Add a client secret X

Description This is a new Client Secret|

Expires e Recommended: 6§ months N

Business Central

Open Azure Active Directory applications and create a
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new entry

“

Set up Active Directory application

vk whe

Tell me what you want to do Ve

‘ azure ac

Go to Pages and Tasks

> Azure Active Directory Applications Administration

Documentation

(%) Search Help for "azure ac”

Get from Microsoft AppSource Show all (20)

(= APP385 - Export Invoices Orders to Azure Storage
Export Invoices and Orders PDF into Azure Storage

B ACParcels
AC Parcels extends Dynamics 365 Business Central to create shipments integrated with ...

@ ACSK Language Pack
AC SK Language Pack extends Dynamics 365 Business Central with the Slovak language

Didn't find what you were looking for? Try exploring pages and reports

Azure Active Directory Applications

O Search |+ New | Manage

Enter the Client ID
Enter description (description is a bit misleading. This is rather a user name).
Assign user permission set(s) individually.
(Optional)

Activate application

State

Disabled

Disabled

N
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#" Grant Consent | Automate -~ Fewer options

SUPER (DATA)

Superuser of data

System Application

General
Client ID { = = = = o Extension o
Description ‘ DEXPROAZureADE ‘e App ID |{00000000-0000-0000-0000-[
State | Disabled v ‘e App Name |
Contact Information ‘ ‘ User information
User ID {f3411c8f-4bd6-4ab3-900e-219...
User Name DEXPROAZUREAPP
User Groups Manage = Bl
CodeT Name Company Name T
— D365 BUS PREMIUM D365 Premium Business-Zugriff
e User Permission Sets Manage = B
Permission Set
t Description Company T Extension Mame Permission Scope
— D365 BUS PR... DOyn. 365 Prem. ... Base Application System
LOCAL Country/region-... Base Application System

System
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